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Abstract

In this paper, the Mixed Integer Linear Programming (MILP) model is improved for searching
differential characteristics of block cipher Midori-64, and 4 search strategies of differential
path are given. By using strategy 1V, set 1 S-box on the top of the distinguisher to be active,
and set 3 S-boxes at the bottom to be active and the difference to be the same, then we obtain a
5-round differential characteristics. Based on the distinguisher, we attack 12-round Midori-64
with data and time complexities of 2% and 219383 respectively. To our best knowledge, these
results are superior to current ones.
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1. Introduction

With the development of Information Technology and the improvement of wireless

communication technologies, a lot of lightweight cipher algorithms have sprung up, such as
LED, Piccolo, Midori [1], SKINNY, PRESENT, GIFT and KLEIN.

At present, some MILP models are used in the cryptanalysis of encryption algorithms,
such as differential cryptanalysis, conditional differential cryptanalysis [2] and ID (impossible
differential) cryptanalysis. MILP is the most important method in optimization. In 2011, the
MILP model was applied to count the total of active S-boxes by Mouha et al. [3]. Then, Sun et
al. improved this technique to look for differential paths [4], whose core thought is to depict all
differential patterns of nonlinear layer by some linear inequalities, optimize and reduce the
number of inequalities in 2014. Xiang et al. put the MILP method to several lightweight block
ciphers [5]. Sasaki et al. looked for ID trail at EUROCRYPT 2017 [6]. In 2013, Sun et al. gave
a 12-round differential path of PRESENT-80 [7]. Further, Sun et al. gave a method to look for
the the high probability differential trail in 2014 [8]. Zhu et al. gave a 19-round differential
cryptanalysis about GIFT-64 by a 12-round differential distinguisher [9]. In 2019, Cao et al.
presented a 13-round differential trail of related-key based on MILP and attacked on 20-round
of GIFT-64 [10].

Midori [1] is a lightweight ciphers presented at Asiacrypt 2015. It has been favored by
many cryptographers since its release.

The research work of the distinguisher is as follows. In 2018, Zhang et al. gave a 7-round
integral distinguisher [11]. In 2020, Moghaddam et al. showed the truncated differential
characteristics for 4/5/6-round Midori-64 with the probability of 2:12/2-24/252 [12]. In 2021,
Sun et al. gave a novel model based on SAT to search for the differential distinguisher [13].
Derbez et al. presented 6/7/9-round integral distinguishers with 215/2%%/28% chosen plaintexts
relying on MILP or SAT solvers [14]. In 2022, Li et al. gave the best valid 5/6-round
differential distinguishers based on SAT with the probability of 2-46/2-%° [15]. Kim et al.
demonstrated the optimization of the search algorithm by obtaining the best differential and
linear trails of some block ciphers [16]. In 2023, Baksi et al. provided a solution to search for
differential distinguishers utilizing neural networks and support vector machines [17].

The above researches only give the solution of search distinguishers, but does not give the
specific cryptanalysises of cipher algorithm. Among them, [16] only greatly improves the
search speed, and does not give the specific distinguishers. The probabilities of these
distinguishers in [12] and [15] are higher than those in this paper, but the characteristics of
these distinguishers are not easy to spread and cannot attack more rounds.

In terms of related key attacks: Dong et al. gave a related-key differential cryptanalysis
[18]. Gerault et al. attacked a 16-round Midori-64 utilizing a 15-round differential trail of
related-key [19]. The related-key attack is weak because it assumes that part of the key could
be modified, which might not be suitable for the practical scenario. Contrarily, our attack
method is single key attack.

In terms of weak key attacks: Guo et al. presented an invariant subspace attack against full
Midori-64 with 232 weak key setting in 2016 [20]. Todo et al. provided an non-linear invariant
attack against full Midori-64 with 2% weak key setting [21]. In 2020, Beyne gave a 10-round
integral cryptanalysis with 2% weak keys and the data and time complexities of 2213 and 2%
[22]. These methods only verify if the key is one of the weak keys that satisfy certain
conditions. They are not universal because the true keys may not be one of these weak keys.
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The research work on single-key attack is as follows. In 2015, Lin et al. attacked on
Midori-64 utilizing MITM distinguisher [23]. In 2016, Chen et al. presented a cryptanalysis
using ID distinguisher [24]. In 2019, Li et al. showed an 11-round impossible differential
cryptanalysis with data and time complexities of 26%8and 21214 [25]. In 2020, Zhao et al. gave
an 11-round differential cryptanalysis with data and time complexities of 2°6/252 and
210935/210028 126]. In 2023, Liu et al. gave an 11-round impossible differential cryptanalysis
with data and time complexities of 25 and 211659 [27].

In this paper, we listed a 12-round differential cryptanalysis on Midori-64 with data and
time complexities of 2°% and 2193 We use single key attack which is an efficient attack, and
give the details of the attack process and complexity calculation. Compared to [23], their
computational complexity of 12-round attack is 2255, and our complexity is 21982 almost 22
times that of ours. So, we have an absolute advantage. Compared to [24,25,27], the maximum
number of rounds they attack are 10/11/11-round respectively, and ours is 12-round. At the
same time, the computational complexity of our attack is much less than those of [25] and [27].
Compared to [26], we attack more one round than it.

Compared with [18] and [19], especially [19], they have great advantages in terms of the
number of rounds, data complexity and computation complexity over us. However, their
attack is the related-key attack which is weak. The principle of related key attack is to set the
difference on the key, which is not easy to operate in practice. Contrarily, our attack method is
single key attack which is a more effective attack method than related-key attack.

All the results of cryptanalysis of Midori-64 are summarized in Table 1.
Table 1. Summary of attacks on Midori-64

Rounds | Data | Computations ‘ Attack Type | Reference
* Single-key Attack (full key space)
10 (16) 2615 2995 Meet-In-the-Middle Attack [23]
11 (16) 2%3 2122 Meet-In-the-Middle Attack [23]
12 (16) 2555 21255 Meet-In-the-Middle Attack [23]
10 (16) 2624 28081 Impossible Differential Attack [24]
11 (16) 2608 21214 Truncated Impossible Differential Attack [25]
11 (16) 260 2116.59 Impossible Differential Attack [27]
11 (16) 2556 210935 Differential Cryptanalysis [26]
11 (16) 2612 2100.26 Differential Cryptanalysis [26]
12 (16) 268 2103.82 Differential Cryptanalysis Section 5.3
* Related-key Attack (full key space)
14 (16) 2% 2116 Related-key Differential Cryptanalysis [18]
16 (16) 22375 2%8 Related-key Differential Cryptanalysis [19]
* Weak-key Attack (232 weak keys space)
16 (16) 21 216 Weak Key[invariant subspace] [20]
16 (16) 21 216 Weak Key[non-linear invariant] [21]
10 (16) 2.3 2%6 Integral/invariant[Based on Weak Key] [22]

1.1 Our Contributions

In this paper, we mostly optimize the MILP model to look for the optimal differential paths in
order to attack the longer rounds of cipher algorithms.
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(1) We describe accurately the linear layer and the nonlinear layer to look for differential
characteristics by some inequalities. Then the objective function is the maximal differential
probability.

(2) Four search strategies of differential path are given. We present several 5-round
differential distinguishers of Midori-64 with the probability of 246, 252 2-%8 respectively. We
find that different differences can be changed into the same difference through the S-box with
a high probability. Then, set 1 S-box on the top of the distinguisher to be active, and set 3
S-boxes at the bottom to be active and the difference to be the same. We find a 5-round
differential distinguishers which can be extended back for four rounds, and its probability is no
less than 2%2. Through analyzing these four differential search strategies in deep, we find that
the fourth differential distinguisher has the highest efficiency, and can attack a 12-round
Midori-64.

(3) Taking advantage of the fact that the three differences at the end of the distinguisher are
the same, we give a 12-round differential cryptanalysis of Midori-64 with computational
complexity of 21383 and data complexity of 2%, We can take the differential cryptanalysis on
Midori-64 one round further. Our results have the longest number of rounds, low data
complexity and time complexity in single-key attacks.

1.2 Organization

The structure of the paper is as follows. The related works about MILP method are listed in
Section 2. The brief description of Midori-64 and its MILP Model are described in Section 3.
Section 4 presents some 5-round distinguishers of Midori-64. Differential cryptanalysis on
12-round Midori-64 is discussed in Section 5. Finally, we draw our conclusions.

2. Preliminaries

2.1 Notations

P, C, M :plaintexts, ciphertexts, the internal states.

AP, AC, AM : the difference in plaintexts, ciphertexts, the internal states.
S, : the i-th S-box.

X Yo Z,, W, :the internal state of the r-th round.

? :uncertain difference.
* 1 any non-zero difference.

2.2 Word-Oriented Related Work

Mouha et al.[3] used the MILP model earlier to count the total of active S-boxes. If there is a
difference at any position in the word, the word is active.

Definition 1. Let A=(Ay, Ay A, A,,), A isabyte. Then, the difference vector

X=(Xp Xp X:++» X,4), X isabit, corresponding to A is as follows:

x =1L thereis a difference in any bit of A, (1)
710, otherwise.

s =| L theS-Box marked by S; is an active, @)
710, otherwise.

According to Definition 1, they formed the XOR and the linear transformation models.
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Modeling the Linear Transformation. Let the input and outpue difference of linear
transformation L be (X, X5 X,--+» X,,) and Cyg, y;,-+, Y, respectively. In addition, let

the differential branch number be Bp. These symbols should comply with the following
regulations:

fxi +§yi >Byd,
i=0 i=0

x<d, y<d,ie{0,12 -, m-1

©)

where d, €{0,1}, a dummy variable.

2.3 Bit-Oriented Related Work

Sun et al. [4] presented a scheme to describe all differential patterns for the S-box, which

improved Mouha’s work [3] to bit-oriented ciphers. They constructed the S-box operation
model.

Describing the S-Box Operation. Let (X, X, X,---» X;) and (yy,y,,---,y,_) be the
input and output bit-level differences respectively. S = 1 holds if and only if
(X X X,o+s X,.,) arenotall zero (i.e. S is active), where S €{0,1}, a dummy variable.

{S—xizo, i€{0,1-, m-1}

4
> %-5=0 “

3. Brief Description of Midori-64 and Its MILP Model

3.1 Description of the Midori-64 Cipher

Midori is a SPN block cipher and its overall structure is shown in Fig. 1. The state M (64 bits)
of Midori-64 consists of 16 nibbles as follows:

m m, m; m,
m m m m
M=t 5 9 13
m, Mg My my,
m, m, m,; Mg

MixColumn
MixColumn

2
]
=
=
/7]

I

ig. 1. The Round Function of Midori

Round Function. the round function is composed of the following 4 steps.

(1) SubCell: all 16 nibbles use the same S-box (Sho).

(2) ShuffleCell: the shufflecell operation is 16 nibbles out of order, and the rule is as
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follows: (2y, 2, -+, Zis) < (Yor Yior Yor Yiss Yaar Yao Yau Yoo Yoo Yo Vi Yoo Yoo Yiss Vi Ys )

(3) MixColumn: a 4x4 involution matrix M (almost MDS matrix) is multiplied by 4
columns of the internal state as follows:

W 011 1]z
VVi+1_:l‘ O 1 1 Zi+1
w.|l |1 10 1|z

i+2
W, , 1 1 1 0}|z,
(4) KeyAdd: calculates the bitwise XOR of the internal state M and RK;. The master Key
K contains ko and ki, where WK = k, @k, and RK, =k, ., ®a,,0<r<14. ¢, is the round
constant.

rmod2

3.2 A precise description of S-Box

The numbers in Table2 are 16, 4, 2 and 0, i.e., the possible propagation probabilities 1 (16/16),
22 (4/16 = 1/4), 273 (2/16 = 1/8) and 0. Let's introduce two variables: (po, p1). The difference
pattern can be represented as follows.

(Py, P1) =(0,0), if Prl(X, X, %, X5) = (Yo, V1, ¥, ¥3)] =16/16 =1
(Pos P) = (0,2), if PrI(%), %, %, %) = (Yo, Y, ¥or Ya)] = 2/16=27 (5)
(po' pl)=(1’0)! if Prs[(xo’)(1’)(2’)(3)_>(yo’yl’yziys)]= 4/16=2_2

Table 2. DDT of Midori-64 S-Box

o[1]2[3]4a]5[6]7]8]9falb[c|[dfe]f
o[16]ofo|o]ofo]ofo]lofo]oJo]o]o]o]o
1lofl2]a]ol2]2]2]o]2]ofofo]ofo]2]0
2lo[4]ofloflalo]ofoflo]a]ofol4a]o]0]0
3lofofofol2]o]a]2]2]2]ofofo]2]0]2
alof2]al2]2]2]o]o]2]ofo]2]o]ofo0]o
s[o[2]oflo]2]o]o[4a]lof2]4a]o]2]0]0]0
6lo[2]ofl4]ofo]o[2]2]o]ofo]2]2]0]2
7lofofol2]ofa]2]oflofofo[2]o]laf2]0
slof2]of2]2]o]2]ofof2]o2]2]0]2]0
olofofal2]of2]ofol2]2]o]2]2]0o]0]0
alolofoJo]ola]o]ofo]o[a]o]o[4a]o0]4
blolofJoJol2]ofof2]2]2]of4]0]2]0]2
clolofa]ofol2]2]o]2]2]of0o]2]0]2]0
djlofofo|2]ofo]2]4]lofofa]2]o]lo]2]0
elo[2]ofofofofof2]2]ofofo]2]2]4a]2
flolofjo|2|olo|l2]0of|o|o|l4af2]0]0]2]4

For example, the ninth row and the ninth column of DDT (Table 2) is 2. It means that the
probability for A, (=1001) with the corresponding A, (=1001) is 2/16=2". We represent

it with (1,0, 0, 1, 1,0, 0, 1, 0, 1). Similarly, the probability of (0,0,0,1,0,0, 1,0, 1, 0) is
4/16=22. Various differential modes of this S-box can be represented with the following 97
points. [0, 0,0,0,0,0,0,0,0,0], [0,0,0,1,0,0,0,1,0,1],[0,0,0,1,0,0,1,0,1,0], [0, 0,0,
1,01,00,0,1]10,00,1,01,0,1,0,1],...... ,[1,1,1,101,1,00,1],[2,1,1,1,1,0, 1,
0,10]1[12,112101,101]1212121121001]12112,1,1,1,1,1,1,0].

We can represent the 97 points above with 1304 linear inequalities whose forms are as
follows. Then, 26 inequalities are left by optimizing.
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oo XoH 0y X 00 )Xot 0y o Xa 0y Yot Ol sYi 10y 6V, T 0y 1Yt g Py Tl o P17 2 0,
o Xty Xty Xty Xty Yoty Vit ey gV, t ey Yat g Dot oo Pty 2 0, (6)
Oy oXo T 1 X T X T 0 13Xt Oy Yo T 0 Y1 O 6 Yo T Yt O gDt 1o P tY 0 2 0.

Finally the target function is the maximum probability, i.e., Z (2-p,+3-p,)-

3.3 Modeling the ShuffleCell Operation (SFC)
Assume the A, and A_, of ShuffleCell operation be (Y, Y;, Y,, Yar--ees Yors Yeo» Ye3) @nd

(24,2,,2,,24,......, gy, Zg,, Zg3) - 64 equalities can describe the Shuffle operation as follows:.
Yo—=2,=0
Y,-2=0
: )
Yoo =24 = 0
Yes —Zis= 0

3.4 Modeling the Multiple Bit XOR Operation
We transform the MC matrix into a bit matrix as follows:

000O0O0O1000100010O00O0
0000010001 000100O0
000O0OO0OOO100O0O10O0O0O1O0
000O0O0OO0OO0OO0O1000100O01
10000000100010O00OC
0100000001 0001O00O0
00100000OO0OO0O10O0O0O1O
000O100000OO0OO0O100O01
10001000000010O00O0
010001000000O0O1O00O0
0010001000000O010O0
000100010000 O0O0CO01
1000100010000O0O00O0
0100010001000OO0OO0OO0
00100010001000O00O0
|000100010001000 0|

Assume the the A, and A, of MixColumn operation be (X, X;, X,, X, ..., Xg1 Xe2s Xe3)

and (Yo, Yo, o1 Yareeeeens Your Yoor Yez) - Since Y, = X, + Xg + X,,, we add intermediate variable

U, St.u =X, +Xg, Yo =U, +X,.S0 Y, can be described by these inequalities as follows:
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X,+ X —U, >0

X, =X+ U, >0

=X, + Xt U, =0

X, X+ U <2 (8)
X12+U1_YO20

X, —U+ yOZO

Xt Ut yOZO

Xpp Uyt Yy <2

4. Experimental Results of 5-Round for Midori-64

We can obtain the solution of the model through the Cplex optimizer. We can get the results of
5-round distinguishers for Midori-64 in 5 minutes, and these results are summarized in Table
3 to Table 5. There are 4 differential distinguishers with the probability of 246, 2-°2, 2% and
2°%2 hy different strategies.

Table 3. Summary of Differential Path for Midori-64
Round (all round) #Variables | #Constraints Probability
5 (16) 1360+64 4640 246 ] 252 ] 258 | 62

4.1 Strategy | (3 Active S-boxes)

Let three S-boxes be active at the top of these distinguishers, and one S-box is active after one
round, where the positions of these three S-boxes are in any set of {0,5,10,15} , {1, 4,11,14},

{3,6,9,12} and {2,7,8,13} . So there are 16 modes. The feature of the distinguishers is that
the three active S-boxes must be on the same column after SFC operation. So, the total of
active S-boxes in the first 5 rounds is 3,1,3,9,7, respectively. According to the rule of DDT, the
maximum probability of differential transmission can be obtained as follows: Oxa = Oxa,
Oxb =0xb, Oxe=0xe , Oxf =0xf , Ox1=0x2 , 0x2=10x4, 0x2=10x9 ,
0x2=0xc, 0x3=0x6, 0x5=0x7, 0xX5=0xa, Ox7 =0xd , Oxa=0xd , and
Oxa = Oxf (14 cases). So, the probability of the distinguishers is 222 = 246,

The characteristics of these distinguishers are as follows. Full diffusion is achieved by
extending forward 2 rounds and backward 2 rounds. So, we can attack a 9-round Midori-64
based on these distinguishers which have a high probability and a low number of extended
rounds. An example of this type of distinguishers are shown in the left of Table 4.
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Table 4. Two 5-round Differential Paths with the Probability of 2-46 and 2-5

gopuu;d Input Differential-1 Probability Input Differential-2 Probability
1 A000 0A00 00A0 0000 - A000 0000 00A0 0000 -
2 000A 0000 0000 0000 26 AAQ0 0000 0000 0000 24
3 0000 0000 AOAA 0000 28 0AAA AAAQ 0000 0000 28
4 AOAA AAOQA 0000 AAAQ 2°14 AAOQA 0AOA 0AOA AAOA 220
5 AOA0 AA00 0AAO0 000A 232 0AO00 00AA 000A AAQ0 2740
6 AAAA AOAA 0AAA AAOA 2746 0000 00AA 00AA AAO00 252

4.2 Strategy Il (2 Active S-boxes)

Let two S-boxes be active at the top of these distinguishers, and they are still active after one
round, where the positions of these two S-boxes are in any set of {0,5,10,15} ) {1, 4,11,14},

{3,6,9,12} and {2,7,8,13} . So there are 24 modes. The feature of the distinguishers is that

the total of active S-boxes in the first 5 rounds is 2,2,6,10,6, respectively.

The characteristics of these distinguishers are as follows. Two active S-boxes can be
transformed into the same column after SFC operation of the first round. After 5 rounds, there
is no difference in one column, and there are 2 differences in other columns. Full diffusion is
achieved by extending forward 3 rounds and backward 3 rounds. So, we can attack a 11-round
Midori-64. An example of the type is shown in the right of Table 4.

4.3 Strategy Il (1 Active S-boxes)

Let one S-box be active at the top of these distinguishers, and they is no other requirements.
The distinguishers can extend forward 3 rounds. So, we can attack an 11-round Midori-64. An
example of the type is shown in the left of Table 5.

Table 5. Two 5-round Differential Paths with the Probability of 2-° and 2-5

gopuu;d Input Differential-3 Probability Input Differential-4 Probability

1 A000 0000 0000 0000 - 6 000 0000 0000 0000 -

2 0AAA 0000 0000 0000 26 0AAA 0000 0000 0000 22
3 0000 5550 AOAA AAOA 28 0000 FFFQ 5055 FFOF 28
4 05AF 0AAO AATD 0AOA 2°14 A000 0AAO 00AA D7DA 2%
5 5000 0077 00A0 5000 232 500F AOA0 00AA 5055 244
6 AA00 0000 FF5A 0555 2746 00AO0 000A AQ000 0000 262

Je {5, A D, F}

4.4 Strategy IV (1 Active S-boxes)

Let one S-box is active at the top of these distinguishers, and there are three active S-boxes
after 5-round. These three S-boxes must be transformed into the same column after SFC
operation. The distinguisher can extend forward 3 rounds and backward 4 rounds. So, we can
attack a 12-round Midori-64. An example of the type is shown in the right of Table 5 and Fig.
2.

Obviously, the positions of the differential cells on the bottom of the distinguisher are
special. Then we can choose it to attack Midori-64.
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5. Differential Attack on 12-Round Midori-64
5.1 The Property of Round Function
Property 1. Let P((?,2,2,?) >(2,2,2,0)) represent P(SC(?,2,2,2) > (MC(2,2,2,?)=(2,2,2,0))) ,

where *e{1,2,3,4,......,15} (i.e. * is any nonzero difference) and ? e {*u {O}} , We can obtain
the following probabilities easily.

F>((?,?,?,?)—>(?,o,?,?))=%=241
©)
goooy JOFF) ) (15Y 1
P[("""')_){(O,*,*,*)J_(Ej 12
(259 [00%))
Pl 1(2%,2%) > 1(0%,0,%) :(%j _oe (10)
(*%7)  |(0%*0)
(2,2,2,0)  {(0,0,0,?)
(22,02)  [(0,020)| 1V _,
"1(2.022) 7 1(0.2,0,0) :(Ej =2 o
(0,2,2,?)  [(2.0,0,0)

Property 2. If there is input differences(not necessarily equal) of S-box in 3 nibbles, and
the output difference is identical, we can also get the following formulas, where
A €{12,3,4,....,15}.

(**%0) [(A,A,A,0)

(*,%,0, *) (A, 4A;,0,A)) 1 ? <78 (12)
(*,o*,*) (A,,0,A,,A)) (15] )

(0,%%*)  (0,A,A,,4))

5.2 Attack on 12-Round Midori-64

We can attack 12-round Midori-64 taking the advantage of the 5-round differential
characteristic (0, 0,0, 0,0,0,0,0,0,0,0,0,0,0,0,0)— (0,0,A,0,0,0,0,A,A,0,0,0,0,
0,0, 0) in Table 5 and Fig. 2, where & {5, A,D,F}.
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X 22 ¥y Zy W,
g A A I
s SFC e | A Key frfi
> > Ty >
A
X5 o Ys Zs W
F Fl &
A sc | F SFC 5 MC F F | Keytdd
A F i F| | [F[s g
A 5 F F
Xe d Ye Zs W
F[5[F]| Al7 A A D] k
I F[sc A A src| A A A |mc A 7 |Keptaa
F|5 1 ala [alA]A | lalalp]” 7
F A A A Al7 AlA
X ol Y7 Z; Wy
A D|I” [F Al [FJA SIAL 5] K
A 7 |sc A 5 |sFc| A 5 [MC Keyddd
AlAD| | [alala] [alalal | | [alals]T
AlA Al S 5 A F Als
Ay p_r Y 23 Wy Xy
51A 517 |AlA A A 5 AlA ky A
¢ SFC| A MC AlAA lf::;;rld:
Alals]T T [alalal A TTalal 2 1A
F AlS A AlA 5 A A A

Fig. 2. A 5-round Differential Path of Midori-64 with Probability of 2-62

The biggest advantage of this distinguisher is the positions of A’ because the three A’ can
be in the same column after the operation of SFC. Then we can extend 4 rounds at the end of
the distinguisher. Since only one cell is active at the beginning of the distinguisher, we can
extend forward for 3 rounds (Fig. 3). The attack steps are as following.

1. Data Collection. Choose any 2" plaintexts to compose 22! plaintext pairs. We can
calculate these plaintext combinations to the intermediate state Wi Since

P((?,?,?,?)—>(0,*,*,*)):2‘4'28 (Property 1), we can discard some ineligible pairs
through AW, [0,1,2,3]={0,*,*,*} (Fig. 3). Similarly, we can discard some pairs through
AW, [4,5,6,7]={0,0,%* , AW, [8,9,10,11] ={0,%,0,*} and AW, [12,13,14,15] = {0,**,0}

Therefore, in the phase, we can obtain 22" %283 _ pn-2928

combinations without infer any of keys.
2. The Master Key Recovery.

(1) First of all, we guess 12 bits K,[2,7,13]. Since P((*,*,O,*)—>(A3,A3,0,A3)):2’7'81
(Property 2), we can throw away some ineligible pairs through AX,[2,7,8,13] = {*,*,0,*}
and AY, [2,7,8,13] = {A,;,A;,0,A,} (Fig. 3).

plaintext/cipertext
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Similarly, infer K,[1,11,14] and K,[3,6,9]. We can discard some pairs through
(AX,[1,4,1114] = {*,0,%*}) > (AY,[1,4,11,14] ={A,,0,A;,A,}) and (AX,[3,6,9,
12]={***0} > (AY,[3,6,9,12]={A,,A,,A,,0} ), respectively. So, the total of the left

combinations is 22"2928-7813 _ 92n-5271

(2) Subsequently, infer K, [5], K, [10] and K [15]one by one in the 3rd round,. We can
filter pairs by AY,[5]=AY,[10]=AY,[15]=6, where & €{5,A,D,F} and the
probability is %X% X% ~ 2 . There are 22n_62'43 combinations left.

(3) In the 12th round, infer MC™(K,)[0,1,2,3,4,6,7,8,9,11,12,13,14]. Then decrypt
the eligible combinations to the intermediate state W,,. We can use the probability 24 of
AW, [0,1,2,3] = AW, [4,5,6,7] = AW,, [8,9,10,11] = AW,, [12,13,14,15] = {2,0,2,%} , to
filter combinations. After this round, we can obtain 22" "% eligible pairs.

(4) Similarly, infer MC™(K,)[0,4,8,10,12,15]. We can filter pairs by AW,,[0,1,2,3]
={0,0,0,7}, AW,[4,5,6,7]={2,0,0,0}, AW,[8,9,10,11]={0,0,2,0} and AW,,[12,13,
14,15]={0,?,0,0}, and the probability of (2*8)4 — 2% (Property 1). Then we can obtain

25" 10 gligible pairs.

(5) Decrypt these eligible combinations to the intermediate state W, and use the
probability 242 of AW, [12,13,14,15]={*,0,**} to filter pairs. So, the total of the left
combinations is 2" 4™

(6) Finally, decrypt the remaining combinations to the intermediate state Xy and we can
filter combinations through AX,[2,7,8]={A, A, A} one by one. The probability of this

1 1 .. _ . _
round is 75 =2"" There are 2°" % eligible combinations left.

_><_
15 15 15
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Fig. 3. 12-Round Differential Attack on Midori-64

5.3 Complexity Analysis

1. Data Complexity. Let n = 63, and we can select the correct key from the candidate keys
well. For the correct one, there are 2°°°°%43%2 ~ 3 combinations left. However,

27703712044 ~ 27%% combinations remain for a random key. This will be able to pick out the
correct key. Note: the probability of the 5-round distinguisher and the first three rounds are is
262 and 2:°143, Correspondingly. So, the data complexity is 25 chosen plaintexts..

2. Calculation Complexity.

There are 22n—29.28 — 296.72

collection.

eligible combinations remained after the step of data
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(1) In the first round, guess 12 bits K, [1,11,14], the computation complexity is 2°°™ x 2

%212 Xixl ~ 20382 12-round encryptions. There are 28891 suitable pairs left.
16 12
Similarly, guess K,[2,7,13], and the computation complexity is 2% » 2 212 (3.1
12

_ 8110 . :
~ 2% 12-round encryptions. There are 2"~ suitable pairs left.

Then, guess K, [3,6,9] , and the computation complexity is 25810 15 round encryptions.

There are 27> suitable pairs left.
(2) Infer 12 bits K1[5,1O,15] in the second round, and the computation complexity is

27329 o 012 xix% ~ 2802 12-round encryptions.

Because the complexity of the last four rounds is trivial compared to the first three rounds,

. . . .. . ~103.83 .
we can ignore it. Thus, the total time complexity is 2 12-round encryptions.

6. Conclusion

In the paper, we mostly optimize the MILP model to look for the optimal differential paths in
order to attack the longer rounds of Midori-64.

(1) We describe accurately the linear layer and the nonlinear layer to look for differential
characteristics by some inequalities. Then the objective function is the maximal differential
probability.

(2) Four search strategies of differential path are given. We present several 5-round
differential distinguishers of Midori-64 with the probability of 246, 252 2-%8 respectively. We
find that different differences can be changed into the same difference through the S-box with
a high probability. Then, set 1 S-box on the top of the distinguisher to be active, and set 3
S-boxes at the bottom to be active and the difference to be the same. We obtain a 5-round
differential distinguishers which can be extended back for four rounds, and its probability is no
less than 2,

(3) Taking advantage of the fact that the three differences at the end of the distinguisher are
the same, we give a 12-round differential cryptanalysis of Midori-64 with computation
complexity of 21938 and data complexity of 25, We can take the differential cryptanalysis on
Midori-64 one round further.

(4) Since the schedule of the round key is particularly simple, and we can easily to get the
related-key differential distinguisher through extra 128 bit key variables.
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